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Abstract 
This Diploma thesis deals with one of the important part in the structure of corporations, it is 
generally called Compliance with a focus on IT management.  This assignment thoroughly 
explores given area. This research is simultaneously aimed at finding problems that occur in 
everyday practice. Subsequently are outlined ways of possible solutions to the identified 
problematic phenomena. 
 
Abstrakt 
Tato práce se zabývá jednou z významných částí fungování velkých korporací, tedy 
Compliance, se zvláštní pozorností na IT management. Diplomová práce zevrubně 
prozkoumává danou oblast. Tento průzkum si klade zároveň za cíl nalezení obtíží, ke kterým 
dochází v každodenní praxi. Následně je nastíněn způsob možných řešení zjištěných 
problematických jevů.  
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1 Introduction 
 
Over time information technologies became an indispensable element of everyday life. 
IT is not only an inseparable part of the life of individual / user, but obviously holds 
a vital role in the corporate environment. 
 
With the development of Information technologies, as happens in a real life, emerged 
many practical problems. From the basic ones like teaching individuals to be able to use 
IT resources as such to the more complicated and sophisticated issues. Questions how to 
ensure the proper running of software and IT infrastructure were arisen. With increased 
dependency of entrepreneurs on Information technologies associated with significant 
and rising costs, IT security became a vital issue. This element of IT has gradually 
become a separate discipline and not any single corporation allows ignoring this area. 
Even small businesses today cannot completely overlook IT security. All entrepreneurs 
realize that in digital age is the need to protect not only assets in physical form, but 
perhaps even more important becomes the safeguarding of assets held in a digital world. 
Assuming a company devoted several years for development and improvement of the 
physical product and the database, which contains complete documentation for the 
progressive solution, is compromised, before legislative protection and releasing to the 
market, it can cause a business entity fatal consequences. 
 
During the development of IT emerged the need not only to ensure safety in terms of 
network access, protect infrastructure from attacks by marauders, but also need to 
ensure that corporations are in compliance with legal, contractual, social and other 
regulations and requirements, internally and externally as well. And achieve that 
compatibility with Compliance is accepted by all employees throughout the company 
and there is completely implemented. 
 
In the introduction will be explained a term Compliance and together with this 
explanation theoretical foundations of this work will be discussed. Compliance is an 
element of the management strategy in many large corporations. Despite investments of 
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astronomical amounts of money, the Compliance is not without complications, 
problems and issues, especially with regard to IT management. 
 
In the context of the need to ensure documentation, operation and process control, have 
been developed different methodologies over time; to help entities with a wide range of 
activities / processes and a considerable number of employees, “to keep the wheels 
turning" and trying to ensure efficient functioning at the same time. 
 
The methodology used for description the process is called Business Process 
Management (BPM), respectively for notation used format named Business Process 
Management Notation (BPMN). With this effort corresponds also the methodology 
called ITIL (Information Technology Infrastructure Library), used in corporations. This 
is a kind of “cookbook” how to grasp the processes to ensure the functioning usage of 
the human resources and also to ensure that nothing was "lost along the way"; to enable 
each issue find the methodology how to be solved, the responsible person and 
department which should solve this issue and make the entire solution as efficiently as 
possible. Unfortunately, despite the efforts and vast resources, this methodology is not 
a panacea and in a real life corporations have found obstacles that must somehow be 
coped. 
 
The author of this work is already experienced in working for several huge international 
corporations. And even though this work is not a „tailor-made" for one particular 
company, it combines the practical problems that the author had opportunity to observe 
as cross-sectional across the corporate environments.  Though the work is limited by 
various NDA agreements and restrictions for handling certain information, this work 
will strive to be the best "cookbook" for solution of many common issues in 
corporations and thereby also improve processes and increase efficiency. 
 
One of these obstacles in practice turns out to be the issue of over processing. However 
is not the only unexpected issue born out of practice, which this thesis is concerned 
with, trying to find a solution to this problem. More specifically are the objectives of the 
work described in a separate chapter called Executive summary. 
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Executive summary 
 
Aim of this work is a comprehensive survey of the Compliance in IT management area; 
including difficulties the business faces in everyday reality and at the same time wants 
to outline options for different solutions. At the beginning mentioned ITIL and BPM 
will be used as a buttress for this work that struggles to be a combination of secondary 
and primary research. In case of appropriateness for particular area to increase the 
diversity of thesis, this work will attempt to include other elements of the 
methodologies such as Lean thinking. In the theoretical part will focus on describing the 
information, IT security and data protection, which will be supplemented by 
a description of BPM and ITIL as such. 
Since the goal of thesis is to be a "general cookbook" for a wide range of corporations, 
analytical part is not performed as primary research of one particular company, but it is 
based on the analysis of secondary data, which renders an image of the current industry 
and its problems. 
The analytical part will be followed by a practical part, based mainly on primary 
research and the author's own proposals how to deal with the given situation or 
problems/ issues arising from the analysis of a real-life corporations. The practical part 
is based on the author's several years of work experience in world's leading corporations 
and also takes into account the research carried out for part of author‘s bachelor thesis. 
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2 Theoretical basis of the work  
2.1 Information 
 
Nowadays society might be called Information society. The reason is simple. 
Information in any form is a very important element of contemporary life. The word 
information is derived from Latin informare which means "give form to" (1). The 
hierarchical nature of information is widely divided into data, information, and 
knowledge as mentions Knox in his work (2). Halinar (3) supports this hierarchy in his 
work and points out that it can be expanded by wisdom. In the following lines elements 
of this hierarchy will be briefly described and analyzed.   
 
Information is the driving force of modern times, must constantly flow where it is 
needed for your business at any time (4). According to Drucker "information can be 
considered as data enriched with the relevance and effectiveness, conversion of data 
into information thus requires knowledge." (4) 
 
In IT world is probably the best known definition of information, the definition used by 
Shannon. “The quantity which uniquely meets the natural requirements that one sets up 
for "information" turns out to be exactly that which is known in thermodynamics as 
entropy.” (5) 
 
Definition of information used by Pearlson and Saunders can be described as a “data 
endowed with relevance and purpose” (3). Chaffey and Wood (6) support this opinion 
and believe that data are transformed to information by “adding the value to the data”. 
This opinion corresponds with personal belief of author that “data itself do not create 
any benefit without added value” (3) and therefore information and data should not be 
interchanged.  Pearlson and Saunders perceive data as “facts with no intrinsic meaning”, 
but they point out benefits of data like “easy capturing, transmitting, and possibility of 
electronic storage” (3). They point out in their paper that for successful manager is 
nowadays vital to understand Information management and how to use information. (3) 
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It was also the world of IT professionals who invented the units of information and 
started to categorize the amount of information. Of course, it can be objected that these 
approaches existed even before IT era, the difference is nevertheless essential. Instead 
of using meters as units suitable probably just for printed text materials, IT industry 
invented independent way how to measure the amount of data, regardless text, video, 
audio, or different kinds of data. 
 
Silerova defines seven important factors needed to gain “good information”, that 
generally means in her view in appropriate quality in given time and for forecasted 
resources. (4) 
 
1. Relevance - the nature of information should reflect the nature of its use. 
2. Accuracy - information should be true and reliable. It should have adequate 
accuracy. 
3. Seasonableness - information should be provided at the right time, i.e. at the 
time of when is needed. Important decisions cannot be made without the 
necessary information is not available. On the other hand the factor of fair cost 
compared to the speed of providing information should be reflected. Value of 
information and the cost generated for receiving them in the appropriate time 
should be in the harmony.  
4. Timeliness - information should reflect the current reality. 
5. Completeness – points out the importance for providing and receiving all 
required pieces of information, not just fragments of them. Silerova points out 
that deciding based on incomplete information is very dangerous and risky; 
therefore collecting of information is the activity which deserves attention.  
6. Adequacy describes that information should be reasonably detailed. Too many 
details make it difficult to review and often make it difficult to actually obtain 
the necessary information. On the other hand too coarse information may 
provide a small benefit. 
7. Cost adequacy – information should be considered as received for reasonable 
cost only if it is not provided for unreasonably amount of money or time 
compared to the value of information itself (4) 
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The literature also connects terms data and information with knowledge and wisdom. 
 “Information synthesized and contextualized to provide value” is characterized as 
Knowledge by Pearlson and Saunders (3). It can be defined as mix of “contextual 
information, values, experiences” enriched by “own unique experience, judgment, and 
wisdom” synthetized from various sources (3). According to the literature nowadays 
exists additional level called Wisdom, defined as “knowledge enriched by attribute of 
“intuition and judgment”, in the short named “just know” what to do” (3). 
  
“The quality of information is determined by standards under which it is compiled and 
disclosed”. (7) The information used for performing business can be nowadays 
considered as the most valuable asset of corporations. (7) 
 
Information overload 
 
Generally can be described as inability to use quantum of sources in an appropriate way 
and receive the desired information. The literature mentions several points which 
characterize this issue. (8) 
 
 Individual is not able to understand available information, 
 Individual is “buried” under the quantum of information and he or she is not 
capable to absorb them, 
 Individual is has no clue whether information exists, 
 Individual is has no clue where to find information, 
 Individual is aware of existence the particular information, but does not know 
how to receive it. (8) 
 
Nowadays, the concept of information is closely linked to a concept of IT security and 
protection. These areas will be described in the following sections. 
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2.2 IT security 
 
Information Systems Security is defined by U.S. National Information Systems Security 
Glossary as “the protection of information systems against unauthorized access to or 
modification of information, whether in storage, processing or transit, and against the 
denial of service to authorized users or the provision of service to unauthorized users, 
including those measures necessary to detect, document, and counter such threats”. (9) 
 
Three widely accepted elements of information security (mnemonic - "CIA") are: (9) 
 
 Confidentiality 
 Integrity 
 Availability 
 
There are several fundamental questions which should every IT policy should be able to 
answer: (10) 
 
Do you have any implemented security policy? 
Do you consider what assets should be protected? 
Do you know the reasons why these assets should be protected? 
Did you consider threats and vulnerabilities?   
Are you aware what assets should be protected from? 
 
Assuming that all previous questions are answered positively, following questions 
should follow. (10) 
 
Is enforcement of policy ensured?  
Do you control it? Do you monitor it? 
Do you review risks and your policy regularly? The period should not exceed 12 
months. 
Are you sure that cooperation of management and technology is working? 
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Nowadays can one person be hardly responsible for the whole Information security, 
even CIO or Chief security officer (CSO). “Security incidents include inappropriate 
access, alteration of data, virus infiltrations, and denial-of-service attacks.” (11) 
Security problems cannot be considered as marginal any more. During the period of 
over a thirteen-month from 2/2005 to 3/2006, Privacy Rights Clearinghouse estimated 
that personal information of 53.5 million Americans had compromised; nearly half of 
the reported incidents involved higher education institutions. (11) 
 
Technology is important element in information security. Security scans should be 
periodically performed to check for vulnerabilities in networks, systems, and 
applications. Enforcement of automatic password changes is recommended approach, 
combined with antivirus software and regular update of operation system with the latest 
patches. (11) 
 
Vital point is answering the question if all users consider IT security as their 
responsibility as well. It is so easy to feel that information security is someone else 
responsibility. They need to realize the fact that everyone shares responsibility for 
information security. Attacker has always advantage; a single breach can put the entire 
network at risk. (11) 
 
There are countries regulating this area by law, as an example can be used Australia 
where every company is obligated to have “Information Security Policy and Acceptable 
Internet Usage Policy. (7) 
 
There is no doubt anymore that information security, considered as a discipline which 
should ensure the confidentiality, integrity and availability of electronic assets, became 
vital element holding position in the strategic management of corporations. (7) 
 
As in many different areas, information security is established/implemented in 
companies/corporations where is fully supported by management, senior management 
included. Information security became one of the vital elements in corporate life. Even 
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on a Board level is needed to consider IT security as critical enterprise Asset and not 
underestimate its value and importance. (7)  
 
The cause of growing issue in corporation in many cases comes from the idea of senior 
management, especially Board level, that information security should be considered 
“just as a technical issue”. So the solution is simple, transfer/delegate this issue to the IT 
department and issue can be forgotten. 
 
Lack of management support, makes fight for information security a very difficult task. 
There is necessary to consider “all dimensions and elements of IT security. This area is 
consisted by legal and policy elements, human aspects, monitoring, measurement and 
also awareness dimension. Information security is covered by enterprise governance.” 
(7) 
 
This are is also covered by several international organizations cooperating in creating 
standards and regulations (12) 
 
 International Organization for Standardization (ISO), 
 International Electrotechnical Commission (IEC), 
 International Telecommunications Union (ITU), 
 The Institute of Electrical and Electronics Engineers (IEEE). 
 
If the legal environment of the Czech Republic is assumed following regulations it 
needs to be considered and respected.  
 
Act No. 101/2000 Coll., on the Protection of Personal Data and on Amendment to Some 
Acts. This Act exercises “everyone's right to the protection from unauthorized 
interference with privacy, regulates the rights and obligations in processing of personal 
data and specifies the conditions under which personal data may be transferred to other 
countries”. (12) 
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Act No. 227/2000 Coll., Act on Electronic Signatures. „The purpose of the Electronic 
Signatures Act is enabling to use digital signature in electronic communication 
equivalent to handwritten signature in normal written form of communication“ (in 
compliance with European Directive 1999/93/EC of 13 December 1999). (13) 
 
Act No. 480/2004 Coll. regulating services in information society. This Act is the 
strengthening of privacy protection of users of the information society services who 
may be every individual or legal person. (14) The Act also stresses the obligation of 
Member States to ensure the confidentiality of communications using public 
communications network and publicly available electronic communications services. 
 
Act No. 148/1998 Coll., on the Protection of Classified Information. (15) 
 
Act No. 412/2005 Coll., regulates the methods and protection of Classified Information 
and Security. (16) 
 
As shows figure below concern for Information security is quite stable. This is one of 
the evidence of importance to cover this area. 
Figure 1 - Occurrence of “information security” in Google search keys (results from 
4/5/2013 by Google Trends) (17) 
 
2.3 ISO 27000 
Following text is inspired by the paper “The implementation of Information Security 
management in the small company”. (12) Successor of this standard is called BS7799. 
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This was initially developed by the UK DTI with Private Sector in 1995. This standard 
covered several important areas. (10) 
 
 Security Policy 
 Security Organization 
 Asset Classification and Control 
 Personnel Security 
 Physical and Environmental Security 
 Communications and Operations Security 
 Access Control 
 Systems Development and Maintenance 
 Business Continuity Management 
 Compliance (10) 
 
One of key parts of BS7799 was also Information Security Management System 
(ISMS). Eircom defines ISMS as “documented approach to managing security”, which 
is followed by Plan-Do-Check-Act cycle as a part of continuous improvement known 
from ITIL nowadays. (10) 
 
Main components (10) 
 Clarify the scope of ISMS (what should be covered)  
 Include/create particular policies and processes. 
 Appraise the risk and manage them (suitable control techniques should be set) 
 Implement chosen control elements 
 Check the effectiveness of controls, risks (perform internal audit, management 
review) 
 Implement improvements  
 Be flexible and update your risk management policy when it is needed 
 
Common sense principle is applied in this standard and one of the elements which is 
mentioned. There is the fact that outsourcing should not result in weaker protection of 
your assets. Outsourcing is not magic solution which covers 100% of all conceivable 
issues and scenarios. However this standard was criticized for mess in documentation, 
not offering enough details for implementation and suitability mostly for large 
20 
 
corporations. This standard was followed by ISO/IEC 17799 which was accepted as 
International Standard in 2000. Main parts, objectives, protection controls and 
evaluation measures are shown in the table below. (12) 
 
 
Figure 2 - List of ISO part and objectives (12) 
 
After ISO/IEC 17799 starts the era of ISO 2700X standards. ISO 27000 introduces 
definitions and terms for all other standards of this series. (19) 
 
ISO / IEC 27001:2005 (21) is an international standard that defines the requirements for 
information security management system. Information security management system is 
a systematic approach for safety management of confidential information involving 
people, processes, IT systems and strategy.  
 
ISO 27001:2005 helps identify, manage and minimize the threat of insider information. 
For implementation of information security management system is used standard ISO 
17799 which provides a detailed overview of usable security measures. At present, 
worldwide over 3000 companies are certified according to ISO 27001:2005 (or 
according to BS 7799 part 2 which preceded this standard). (19) 
 
According to official statement this standard brings that include: (19) 
 
 Compliance with legislative requirements (Act No. 101/2000 Coll. Privacy) 
 Building a systems approach to protect our information 
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 Reduce the risk of leakage or misuse of confidential information, 
 Improve consumer confidence and increase the company's image 
 
ISO 27002 (ISO / IEC 17799 & BS7799-1) provides last revision of the standard firstly 
published in June 2005 as ISO / IEC 17799:2005. (19) 
 
ISO 27003 provides guidance on the design and implementation of ISMS in accordance 
with ISO 27001. (12) 
 
ISO 27004 as standard was published in December 2009. This standard describes 
Security techniques and measurements in Information Security Management. (12) 
 
ISO 27006 provides description of “requirements for bodies providing audit and 
certification of information security management systems“. (12) 
 
ISO 27010 describes policy for internal and external communication. ISO 27033 covers 
the area of networking security. (12) 
 
ISO / IEC 27035:2011 focuses on the management of information security incidents. It 
deals with procedures for early detection of incidents, their reporting, severity 
evaluation and subsequent reactions. It gives recommendations for identifying existing 
vulnerabilities; assess their severity and the adoption of appropriate preventive and 
corrective actions. (20) 
 
 
Demonstration how the results based on security standards may look like shows 
following scheme.  
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Figure 3 – ISO standard scheme (22) 
 
Information security management system 
An ISM is closely connected with ISO/IEC 27001.  Information Security Management 
System is a comprehensive set of measures and requirements needed to ensure the 
protection and security of information; know-how and assets of the company and to 
ensure that all involved employees are familiar with all procedures, policies and 
standards. (23) 
 
Establishing ISMS is illustrated by following scheme. It describes important parts and 
milestones important for every ISMS like assets, threats and vulnerabilities, connections 
of activities. (24) 
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Figure 4 – ISMS phases (24) 
 
Many authors also connect ISMS framework with PDCA life cycle (Plan-Do-Check-
Act) as is shown at figure below. PDCA concept is shared as part of approach with 
ITIL. 
 
 
Figure 5 - Scheme of ISMS according to ISO 27001 (25)  
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Plan (26) 
1) Define the scope of the ISMS 
2) Define information security policy 
3) Define a systematic approach to risk assessment (identification methodology) and 
     risk acceptance 
4) Risk assessment in a defined area in the context of defined policies - risk 
      identification 
5) The identification and management of risk assessment 
6) Creating a Document Declaration of applicability 
 
DO (26) 
 
1) Formulation of risk management plans and documentation 
2) Implementation of risk management plans and planned measures 
3) Training of the concerned employees, schedule of a training program 
4) Traffic Management ISMS 
5) Installation procedures and measures for the rapid detection and response to security 
    incidents 
 
Check (26) 
 
1) Continuous process monitoring, inspection, testing, auditing ISMS in its normal 
      operation, including documented evidence 
2) Continuous process of examining evidence by leadership of the organization 
 
Act (26) 
 
1) Identifying and documenting the necessary improvements ISMS - connecting PDCA 
    cycle with implementation, enhancements, testing 
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2.4 Specific IT security principles 
This chapter demonstrates several vital principals used in IT Security Management, as 
part of IT management. This part adds several facts from real corporate life and offers 
advices how to solve different kinds of issues which occurs almost on daily basis.  
 “Information Security Study, 
  Risk Analysis of Information System, 
  Security policy guideline, 
  Security strategy, design and standard, 
  Implementation of information security, 
  Monitoring and audit.” (27) 
 
In the risk analysis: (26) 
Determine the range of potential damage 
1) Infinitesimal to 10 000 CZK 
2) Small 10 000 – 100 000 CZK 
3) Middle 100 000 – 1 000 000 CZK 
4) Big 1 000 000 – 10 000 000 CZK 
5) Extreme 10 000 000 – 100 000 000 CZK 
6) Catastrophic - threatens the ability to comply with financial obligations 
 
Non-numerical expression of attack probability (26) 
1) Infinitesimal > 5 years 
2) Very small 1x/ 1-5 years 
3) Small 1x 6 months 
4) Middle 1x/1-5 months 
5) Big 1x/ week 
6) Very big 1x/ day 
7) Extreme - permanent threat, anytime 
 
The vital element of every security policy is employee as the individual. That is the 
reason why each employer should ensure that every employee is familiar with set of 
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rules and respects them as well. For this particular reason some bodies started to use 
approach named “inspect what you expect”. The purpose of this approach is not just 
assume behavior of your employees, but suggests checking it and forcing it.  (28) 
 
Moreover, there are mentioned guidelines that are applicable to most companies: 
• All users must be aware of Internet policy and this policy must be lucidly defined, 
• Forbidden behavior related to computing must embodied in a system policy,   
• Confidential materials are not allowed to be story locally, on user’s HDD, 
• Monitoring software can help with detection of misuse,  
• Awareness of users can be increased assumed that users are regularly confronted with 
    company´s policy, 
• All responsible personally must be aware of whole ambit of regulations. (28) 
 
Subhajyoti Bandyopadhyay, Jackie Rees and Eugene H. Spafford are the authors of 
article describing new approach in security. The framework is called PFIRES 
(Interpreting Risk in E-Business Security). The framework was initially developed for 
e-commerce and later was transformed to general approach usable for all kind of 
organizations. Benefit of PFIRES can be found in “an effort to help enterprises start 
with impacts of IT security to the life in organization and organization itself and trying 
to be a guidebook how to develop, implement and maintain IT security policy”. (29) 
 
Four phases: (28) 
 
Assess Phase — As the main goal of this phase can be understood analysis of impact 
proposed changes compared to the current enterprise policy and environment in the 
company. 
 
Plan Phase — This phase includes activities required to be prepared for 
implementation of changes itself. As the parts of this phase is understood creating and 
updating current policies or developing new ones.  
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Deliver Phase — The meaning of this phase is implementation of the policy itself. This 
implementation can be subdivided into two controls definition and controls 
implementation. 
 
Operate Phase — This phase includes monitoring of controls performed daily, analysis 
and observation of business trends.  
 
Figure 6 - PFIRES Life Cycle Model (29) 
 
Policy Enforcement 
 
The “deadly sins of information security management” contain: (28) 
1. “Ignorance of the fact that information security should be considered as corporate 
       governance responsibility, 
2. Considering non-existence of information security as technical issue rather than 
      a business one, 
3. The fact that IT security is “multi-dimensional issue” is ignored 
4. Not realizing that identified risks are requirement for an information security plan, 
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5. Role of best practices is underestimated, 
6. Importance of having policy is underestimated, 
7. Underestimating importance of compliance enforcement and monitoring  
8. Company does not realize the importance of proper IT security governance structure, 
9. Company does not realize the importance not to underestimate awareness of 
employees  
10. Ignorance of importance to empower managers ensuring IT security management 
with appropriate power allowing them to enforce all required actions”  
 
The most common set of targets includes the following factors: (28) 
 
 Confidentiality  
 
 Integrity  
 
 Availability  
 
 
 
Figure 7 – Security Policy Influence Factors (28) 
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2.5 Data protection 
Encrypting 
In modern times we use symmetric and asymmetric algorisms. “Symmetric key 
algorithms use related or identical encryption keys for both encryption and decryption” 
as demonstrated scheme below.  (31) 
 
 
Figure 8 - Symmetric key algorithm (31) 
 
The best known algorithms used in the past or nowadays: (30) 
 AES (Rijndael)  
 DES  
 Blowfish  
 GOST  
 IDEA  
 Skipjack 
 
“Asymmetric key algorithms use different keys for encryption and decryption — this is 
usually referred to as Public-key Cryptography” as demonstrated scheme below. (31) 
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Figure 9 - Asymmetric key algorithm (31) 
 
Examples of Public-Key Cryptosystems  
Merkle's Puzzles is known as one of the first public key cryptographic systems. It is 
based on principal allowing Alice and Bob to agree on a secret key. Alice “invents 
a million keys and a million puzzles, where each puzzle encodes a different one of the 
keys”. (32) 
 
RSA cryptosystem was created on the assumption that “factoring large integers is 
computationally hard”. Typical lengths of keys are from 512 to 2048 bits. (32) 
 
 
Figure 10 - RSA cryptosystem scheme (33) 
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ElGamal is based on assumption of difficulty of computing discrete logarithms. NSA 
invented its own variant on Elgamal called Digital Signature Algorithm. (32) 
 
 
Figure 11 - ElGamal Cryptography Example (34) 
 
Elliptic Curve Cryptography (ECC) “builds a finite field out of the set of solutions to an 
elliptic curve equation y2 = x3 + ax + b along with an additive identity element”. (32) 
  
  
Figure 12 - Elliptic Curve over Real Numbers scheme (35) 
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2.6 Password policy 
The problematicity of given area is very well known. There are completely different 
approaches applied in a real life. There are people who do not care. The second group is 
spitted between different levels of paranoia. The key success factor is to find effective 
and reasonable level of security and onus for users/employees.  
The desire of corporation to make users change passwords regularly is understandable 
and generally can be accepted. The issue came from particular implementation of this 
general rule. Too hard policy makes people to make notes and it brings trouble – from 
widely known papers adherent on monitors to less problematic solutions for passwords 
storage.  
The author knows quite extreme example of this approach, huge American company 
forces employees to change passwords every 3 months, many special characters are 
required and the match of new password can be only “few” percent’s of previous one. 
Old passwords are prohibited by software settings for decades. This policy makes some 
of their employees crazy, because they are desperate what create as a new password. 
This observation was confirmed by short survey performed on working place. 
How double-edged can be inappropriately chosen password policy in effort compliance 
illustrates the experiment described below. (36) 
 
Experiment was performed in 1993 – Zviran & Haga.  
• 106 students 
• Picking of one chosen password and one added randomly generated 
 
Task:  
- Remembering password for 3 months without using them 
 
Results: 
– Correctly remembered: 35 % chosen passwords a 23 % randomly generated 
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– Noted: 14 % chosen passwords and 66 % randomly generated 
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characters 
36 
(alphanumerical) 
62 (a/A, 
alphanumerical) 
95 keys 
5 15 s 1.3 min 19.9 min 2.8 h 
6 6.69 min 47.2 min 20.5 h 11 d 
7 3 h 1.2 d 55 d 1.2 y 
8 3.26 d 44 d 9.6 y 290 y 
9 84.8 d 4.5 y 590 y 28,000 y 
10 7.1 y 180 y 42,000 y 3,000,000 y 
Figure 13 - Time required for NTLM hash analysis (casual PC) (36) 
 
The following chapters are devoted to the theoretical definition of the concepts which 
underpin this work i.e. primarily Compliance, Business Process Management (BPM) 
and of course the Information Technology Infrastructure Library (ITIL). 
 
2.7 Compliance 
 
Various definition of Compliance can be found. Oxford Dictionary defines compliance 
as state or fact of according with or meeting rules or standards. "Compliance is a state of 
being in accordance with established guidelines, specifications, or legislation." The 
Compliance and Ethics Leadership Council uses different definition and defines 
compliance "as a company`s or individual`s observance of relevant laws, regulations, 
and corporate policies". (37) 
 
The reason why were Compliance programs established in corporations is the effort to 
detect and prevent misconduct and also in harmony with all applicable regulations, rules 
and legislative. (37) 
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New criminal law regulating behavior, Act No. 40/2009 Coll., effective from 1 January 
2010, in business relations is now necessary to adapt to the existing wording corporate 
internal regulations (directives) applying the corporate policy – “Compliance” to the 
conditions in the Czech Republic (Local Corporate Compliance) to ensure their 
feasibility, validity and up-to-dateness. (38) 
 
The term Compliance itself is not legal, but corporate respectively category of corporate 
social responsibility, which is generally understood as keeping ethical and legal 
standards of corporation and their employees. (38) 
 
In a broader context, is this corporate policy “Compliance” now considered as an 
integral part of the broader category of "Corporate Social Responsibility" (Corporate 
Social Responsibility - CSR), which becomes progressively considered as one of the 
decisive factors that strongly influences the economic success of the company. Inter alia 
based on the fact that any unlawful or unethical behavior can deliver immediate 
negative consequences of legal and business (administrative and legal penalties, 
criminal prosecution, immediate termination of the business relationship etc..) and 
possibly fatal impact on the further development of its business activities and even 
existence. It is also the main reason why the issues associated with corporate policy - 
Compliance and corporate social responsibility are now focused on and why 
Compliance programs have become a real "corporate codex" an integral part of the 
corporate business culture. (38) 
 
Individual corporate entities in the Czech and multinational business environment 
define their Compliance programs in various ways, in terms of the total covered areas 
and in the extent of modification of obligations for managers and other staff. 
 
In the case of multinational corporations with European or global presence there are not 
only the rules of behavior in business relations with the requirement for full compliance 
with competition rules, but the rules of behavior in the financial, credit and tax relations 
(Tax-Compliance), in relations relating to environmental protection (both to employees 
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and between employees themselves) as well as other selected areas with possible 
impacts outside and inside the company (IT-Compliance, Privacy, etc.). (38) 
 
The key part in most of current Compliance programs is focused on adjusting corporate 
liabilities and connected arrangements relating to compliance with competition rules in 
trade relations, i.e. rules based on the specific conditions of the Czech Republic 
legislation, competition law (law of protection of competition) , as well as part of 
commercial law (unfair competition) and also criminal law. (38) The particular meaning 
of Criminal Law for Corporate Compliance rules is in different countries of course 
always significantly different. 
 
Although it may be controversial opinion, the lack of criminal liability regulation of 
legal persons it is not so crucial for Compliance policies as it might seems at first 
glance. Competition law regulation can be sufficient enough if the framework allows 
efficient prosecution of legal persons as "violators" of competition within the realm of 
administrative punishment. (38) 
 
Compliance Aspects in IT Service Management 
 
In order to do compliance checking in IT Service Management it is necessary to know 
what aspects should be regulated and checked. Some of authors distinguish two basic 
fields of regulations. These fields can be called internal and external. In internal case 
work instructions are noted in simple way and business models by using some of 
popular notations. As example can be used EPCs or BPMN. (39) 
 
In external case there are mostly used different approaches. One of them is ITIL as kind 
of “Best Practice” approach, which is described in separate chapter of this thesis.  
 
2.8 BPM 
BPM is used as acronym for Business Process Management. BPM is defined by many 
authors various ways. Van der Aalst uses simple description that "Business Process 
Management (BPM) includes methods, techniques, and tools to support the design, 
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enactment, management and analysis of business processes". (40) Gartner (41) defines 
BPM as a management discipline that treats business processes as assets that directly 
contribute to enterprise performance by driving operational excellence and business 
agility. As essential elements are mentioned these factors: (41) 
 
 “Comprehending processes through business process modeling for visualization, 
 Evaluating process performance through attention to the right process metrics, 
 Generating options for performance improvements through process analysis, 
 Gaining the willingness to change the processes from the stakeholders 
involved.” 
 
According to Gardner, combination of these disciplines provides a fresh approach to 
improving the performance of business processes. (41) 
 
Modern BPM (translated from Czech) is the ability to quickly create, modify, and 
develop process-oriented techniques to efficiently process, engage users through various 
channels, including mobile devices, integrate processes with both internal and external 
applications, data, documents, business cases, monitor, measure, manage processes in 
real time and continuously optimize them. (42) 
 
There is also important to realize that compliance intervenes to all phases of process 
lifecycle. Compliance is not a just a piece of paper with written report is moreover 
living organism which affects practically whole life of the corporation.  (39) 
 
2.9 ITIL 
 
ITIL was created in the late 1980’s, by the UK’s Central Computer and 
Telecommunications Agency (CCTA). Currently is owned by the Office of Government 
Commerce (OGC). 
The aims of the CCTA in developing the IT Infrastructure Library were: (43) 
 “To facilitate the quality management of IT services. 
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 Increase the efficiency with which the corporate objectives are met. 
 To improve efficiency, increase effectiveness, and reduce risks. 
 To provide codes of practice in support of total quality.” (43) 
 
ITIL is acronym for IT Infrastructure Library. ITIL consist set of books providing 
guidance on the provision of quality IT services (as shows scheme below). This 
guideline is created in “common language”. ITIL itself is not ISO standard, but 
combines scalable combination of best practices in delivery of IT services which should 
be adopted and adapted. Another advantage of ITIL is its platform independent feature. 
(43) 
 
 
Figure 14 - ITIL-based service life cycle model (65) 
 
For better understanding of particular “parts” or “steps” of this approach, the scheme 
below shows more detailed description.  
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Figure 15 - Designing an Effective IT Service – ITIL v3 approach (44) 
 
This approach is widely adopted even by companies located in the Czech Republic; not 
only by huge corporations located here, but by originally companies like AVG 
technologies, ČD Telematika as well. 
 
Probably the best known part of ITIL is "Plan-Do-Check-Act" cycle as technique of 
Continuous Improvement of service.  
 
PLAN establishes the objectives and processes necessary to deliver results in 
accordance with the specifications. DO implement the processes. CHECK monitors 
and evaluates the processes and results against objectives and specifications and report 
the outcome. ACT applies actions to the outcome for necessary improvement. This 
means reviewing all steps (Plan, Do, Check, Act) and modifying the process to improve 
it before its next implementation. (43)   
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3 Problem Analysis and current situation 
 
This chapter deals with Analysis of current situation in the corporate life practice. As 
reader can probably expect current situation cannot be considered as satisfying. As 
many areas of human doing widely used and widely solved area does not automatically 
means that everything works perfectly and there is no place for improvement. We do 
not live in ideal world and corporations are not exception.  
 
Since the aim of this paper is to be a "general cookbook" for a wide range of 
corporations, analytical part is not performed as a primary research of one, particular 
company, but it is based on the analysis of secondary data, which renders an image of 
current industry and its problems. 
 
3.1 Usage of ITIL 
 
Considering the fact, that ITIL is globally widely used framework as a process 
management approach, ITIL was chosen also for this work as one of the important 
elements for analysis. “ITIL as the framework was intended to be a guide from starting 
point when a concept of new system is being created, followed by the acquisition phase, 
continue with change, configuration and release management processes. Teams of 
application and systems engineering are directly affected. Business/mission 
representatives are integrated to this process as a part of service development.” (45) 
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Figure 16 - Scheme of ITIL (45) 
 
Materna Information & Communications performed in 2009/2010 survey state of IT 
management in various countries in Europe, including the Czech Republic and 
Slovakia. (46) 
 
This questionnaire is beneficial thanks to the fact that  key staff behind the decision to 
IT developments within the companies was involved, particularly the survey was 
attended by 107 companies from the region, of which 11% has more than 5,000 
employees and more than half of about 500 workers. Half of the respondents were 
persons directly responsible for the management of IT (CIO) or the management of 
service delivery, other respondents were reporting directly to the CIO. 20% of 
respondents were from outside the IT involved in decision making in business 
companies. (46) 
 
73% of companies use ITIL, all of them would recommend it, but there is still potential 
for further growth, because in the Nordic countries moves about ten percent higher. (46) 
 
Companies in both countries expect from implementation of processes according to 
ITIL, mostly the standardization of processes and procedures for carrying out activities 
and consequently greater transparency in the provision of IT services. The third place is 
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taken by increased focus on customer service and accompanied by the reduction of the 
error. Slightly surprising is that since the introduction of processes according to ITIL is 
not expected to increase flexibility. This corresponds with findings in the author's 
participation in these processes. (46) 
 
Unfortunately in practice, happens that IT department prepares a strategy to provide its 
services without any links to services provided by the company. This schism is caused 
by mutual incomprehension between business and IT. Consequence is a delay in the 
introduction of new services or insensitive interference in IT infrastructure, causing its 
destabilization and increase the cost of its operation. (46) 
 
From the perspective of business 49% of respondents praise IT for their help in 
achieving added value for its customers. This value is significantly influenced by the 
composition of the respondents, where 29% of the responses were obtained from service 
providers to which the IT major contributor. IT view is markedly different - 70% of IT 
workers think that is a significant added value for the main business of the company. 
This is a 20% difference in the perception of value added IT. Research thus 
unfortunately confirms that there is still just a few corporate IT departments are 
considered as the driving force of business. IT is often categorized as "cost center" and 
is not seen as a department that provides value-added services to companies to help 
generate profit. Furthermore, the dominant view that people from IT are technology 
experts who do not understand the primary needs of society. (46) 
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Figure 17 - Status of implementation of processes according to ITIL (46) 
 
 
Figure 18 - The expected implementation of processes according to ITIL in the near 
future (46) 
 
Based on research results, the trend of usage ITIL is even more significant within the 
next years. Considering the fact that ITIL is of course really important, but not the only 
one approach used today in corporation and issues do exist also in different area then 
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just ITIL, author of this work decided to consider for the purpose of analysis, analyze 
additional methodic, for example “lean thinking”.  
 
 
Figure 19 - Scheme of LEAN (47) 
 
3.2 Business process analysis 
 
Business process management is considered to be a way how to survive global 
completion and therefore starting to be a top priority in many companies. (Gartner 
Group, 2005). (40) 
 
Based on results of recent research performed by Gartner, one of the vital elements 
required for successful implementation of an effective corporate/enterprise 
collaboration program is focus from managers on the goals combined with expectations 
from such a program. Analogously we can most likely mention the same for an effective 
information management program. (48) 
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Figure 20 - Business Process Management Processes (49) 
 
Process Management Process Examples (49) 
 “Management of Process portfolio 
 The Strategy is linked to the Process 
 Ensuring that Process is transparent 
 Provide security and Process assurance 
 Set Process Owners 
 To detect and capture the best practice processes 
 Support individual process initiatives (develop a case) 
 Anchor role and scope of process management in enterprise architecture 
 Process design and discovery is linked to process execution” 
 
 
45 
 
1. Bottlenecks 
 
The cause of information bottlenecks results from still very common issue and that can 
be described as lack of consideration. Management needs to consider purpose of 
particular information, value of such information, content and of course relevancy in the 
business process. (48) 
 
Results of research recommend management of enterprises to consider who really needs 
particular information, what kind of information is needed for business purposes and 
business processes. One of the important elements is considering how to store the data 
and how to index all these data/information. (48) 
 
2. The Paper Trail 
 
There is surprising that even today many corporations insist on paper form of every 
document as a part of business processes. This practice is considered as “old-school” 
approach which brings loss, ineffectiveness and time consuming, generating errors 
resulting from manual entry. (48) 
 
The general advice of researchers today is due to these facts change the approach and 
plan conversion from paper documents to digital versions as can be easily stored, 
transferred, and used for audits and legal processes. (48) 
 
Author of this work noticed different approach then previous mentioned; it could be 
said, own combination in some enterprises. Using of both methods together due to 
unwillingness to renounce the previous one, paper approach and need to start the digital 
one. (48) 
 
3. Copies 
 
Approach mentioned at the end of previous point is closely related to the next one. This 
is effort to keep some copies in paper form as the way how to reduce response time and 
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improve process agility in business processes. Recommendation of researchers is clear 
for this particular case and sounds “stop it”. “Enterprises need to create business 
processes based on single documents or to create minimal copies“. (48) 
 
Findings associated with information records: (48) 
 “65% of companies in the research admitted an incomplete or no formal records 
and information management process. 
 32% admitted that a trigger event has increased their awareness of the need for 
improved records and information management. 
 58% of companies have not yet experienced such a trigger event.” 
 
 
Figure 21 - Business process efficiency and its importance (48) 
 
“There are many ways in which a business may be modeled some of which have been 
made into methods supported by tools of various types. There is, however, a lack of 
precision about these techniques which makes them unsuitable for the sort of analysis 
that we wish to carry out. “ (50) 
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Below are analyzed some of very common mistakes in business process discovery  
Considering discovery as just modeling or notation; there is a very common mistake 
that people believe that purpose of process discovery consist in producing of a “little 
diagram where activities are sequentially connected with dependencies among them on 
a chart.” (51) 
 
There is vital to understand what stakeholders really need and who they are. Be sure 
that there is enough power and right human competence, capacity and motivation for 
the particular task, which can be transferred to desired outcome. (51) 
 
Everytime is needed to realize that changes are more complex than just simple “change 
in technology”. Lack of this can result in issue of incompletely documented processes. 
(51) Also is need to realize that context in models and architecture must be kept, 
otherwise is just a nice “picture”. (51) 
 
 “Results of the research discovers the fact that implementation of improvement for 
processes is at the tactical or project level in 65% of companies.”  As a result of this 
approach most likely not all real interfaces in processes are known. This issue is also 
connected with identifying right people in the processes. (51) There is also vital to 
realize that processes are not just matter of top management, but also regular employees 
are touched and they should be involved. (51) 
 
Additional mistake is not completely prepared organization; this point describes effort 
of organizations to make serious, detailed process work, but underestimate the necessity 
to think cross-functionally. The advice is not to take “the biggest, widest, riskiest thing” 
the organization needs to face if you have no experience with this kind of project or 
never faced it before. In literature is it called “political minefield”. (51) 
 
Next issue is about performing changes without complete information. Effort of every 
BPM specialist is to find opportunity for improvement. The research points out the 
important fact, that only about 15% process inputs and outputs represent opportunities 
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for improvement. The recommended procedure is to document rules outside the process. 
(51) 
 
The research also describes mistake of commonly used standards and metrics to 
measure process performance and solution effectiveness. Recommended approach can 
be characterized as setting of characteristics which should be met for working process 
and contrary. (51) 
 
3.3 Amount of processes 
Lean management is traditionally associated with companies dealing with industrial 
production, but “finds the place” even in corporations, that are not associated with 
physical production and their principal activity is delivering the IT services. 
 
Similarly as ITIL is associated with processes in wide scale, but for purposes of this 
work, is more appropriate in terms of the description of one major issue nowadays, the 
multiple processes. Lean thinking describes the "seven wastes of lean manufacturing" 
and one of them is "The Waste of overprocessing". "The most dangerous kind of waste 
is the waste we do not recognize." Shigeo Shingo (52) “Basically, it is doing something 
that the customer does not require.” (52)  
 
Additional costs are generated to the issue of overprocessing. Assumed that are 
considered factors like paid time of your employees, wear on your equipment or used 
material. That can decrease efficiency of the company and consume significant amount 
of money over time. (53) 
 
For manufacturing companies literature uses examples as: (53) 
 Painting areas that will never be seen or be affected by corrosion. 
 Over polishing an area that does not require it. 
 Tolerances, those are too tight. 
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Looking beyond the manufacturing process itself, following examples are mentioned: 
(52) (53) 
 
 “Create reports consisted from dozens of pages when short executive summary 
would done the same job, 
 Use both electronic and paper records, 
 Insist on paper instructions that nobody will ever read, 
 To record and store the same information in several different spreadsheets at 
a workplace, 
 Ignorance of using keyboard shortcuts (waste of time due to extra strokes), 
 Using too complicated and length notes without appropriate reason instead of 
simple notes, 
 Checking other peoples work before you start on your part, 
 The waste of waiting is the time spent inactive waiting for work to arrive or to 
be told what to do,” 
 
Literature generally presents following benefits – “reduced costs, encourage problem 
solving, improve customer service, identifying of bottlenecks.” (54) 
 
Figure 22 - Value and Waste scheme (54) 
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TARGET: Reduce waste to a minimum. 
The idea how to solve described issues, called as waste of overprocessing is described 
in chapter is 4.2 Over processing issue.  
 
The fact that this problem is solved in many industries and many companies is 
documented by the following table, based on real data from business life. 
 
  
Figure 23 - The seven wastes of motor carrier operators: quantitative indications from ten 
drivers in five companies (55) 
 
3.4 ID management analysis 
Deals with two major areas: Enabling/Disabling Access (session management, 
authentication, authorization) and User Access Life Cycle Management (User 
Administration, provisioning). (56) 
 
Figure 24 – Enterprise Identity Role Architecture Scheme (56) 
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Identity Management Problem 
One of major challenges for corporations/companies nowadays lies in capability to use 
full advantage of their IT infrastructure and achieve efficiency and profitability and not 
to compromise IT security, privacy or any associated matter. (56) 
 
Figure 25  – IT management infrastructure (56) 
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Identity Management Roadmap 
 
Figure 26 - Identity Management Roadmap (56) 
 
ID management does not mean just implementation of technology real meaning is much 
more about changes in process providing “logistical complexity of dealing with large 
groups of people“. (56) 
 
Figure 27 - Identity management observations results (56) 
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As stated in Identity management in the 21st century published by IBM, it does not 
matter how sophisticated solution subjects use to secure their digital assets because they 
cannot meet expected satisfactions of desired privacy-protective solutions. (57) 
 
Figure 28 - Barriers in improvement of Identity management strategy (57) 
 
Example how properly implemented ID management approach can positively affect 
financial results of the company can be seen in chart below.  
 
Figure 29 – ID management financial effects scheme (56) 
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Summary table based on results of research 
 
Following results confirm previous assumption that chosen problematic area requires 
more attention and there is crucial for further analysis and research which corresponds 
with the scope of this paper. 
 
 
Figure 30 – Table of results (created by author) 
 
The trend of increasing importance process oriented approach can illustrate the fact that 
Analytics in India expects the growth from 18 billion USD to 50 billion in 2020. This 
amount is equal to the “whole IT services exported from India” in 2009. (58)  
 
Analytics predict further development of process standardization around the whole 
world and this fact makes even easier transfer of labor to lowest-cost labor countries 
whenever management decides to perform it. They also strongly believe that “IT will 
vanish into the business”. (59) 
As mentions Anne Stuart, Gartner Business Process Management Summit designated as 
one of the biggest threats for future of Business Process Management not 
understanding this discipline. (60) This work helps to solve this problem by trying to 
create a “general cookbook”. Based on these findings particular chapters were selected. 
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4 Proposals and Contribution 
 
The goal of this work is not only describe the current situation but also create proposals 
which could improve real business life and solve some of current issues which appears 
regularly.  
 
As research showed 54% of companies admitted improvements of processes due to the 
use methodologies, but also admits reserves for the next desirable improvement and also 
90% of companies admit that the process efficiency is an important factor in achieving 
the goals and success. In connection with the most common identified errors will 
therefore be practically examined issue of escalation management, which addresses 
some of the burning issues of the area. 
 
The research also confirmed existence of problem concerned in amount of processes 
where statistical data, available in the Emerald database, showed that in practice there is 
no problem of reaching 30% of waste. 
 
As shows data from observations of ISACA, in the ID management there is enormous 
scope for significant improvement. If we include category of moderate level, then there 
is possible to achieve improvements in most areas of corporate life. 
 
Area of compliance as such of course cannot be omitted and therefore next chapter is 
specifically devoted to this topic. 
 
4.1 Hierarchy level of compliance 
Various types of hierarchy structures and organizational methods can be observed in the 
corporations. From the point of view of compliance in technological parts of this sector 
are widely used just several approaches of hierarchy pyramids. These pyramids cause 
themselves several problems based on the particular hierarchy as it is shown in the 
following lines.  
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Importance of attention for this particular issue is based on results of research due need 
for over 90% of companies business process usage for efficiency and also 93% of 
companies admitted that they need to improve this field. This chapter connected with 
allied chapter dealing with escalation management is contribution of the author for this 
field. 
 
4.1.1 The lowest level in the hierarchy 
Important moment for starting consideration position in the hierarchy is time when are 
started ideas about implementing compliance department in the company. This scheme 
below is mostly the example of post-implementation process. The initial plan did not 
calculate with the compliance but the company found out that now “needs” Compliance 
so the department was created. The question about hierarchy level was placed during 
the meeting and the “easiest solution” was implemented. Why “the easiest”? The 
hierarchy of IT employees in traditional way was already created so the Compliance 
started to exist “somewhere next to the administrators”.  
 
As real business life very often shows this approach is problematic. Why is this method 
not suitable in the company? The answer is quite simple. Compliance analysis of the 
real done work in the company, finds out what is done, what should be done, what is 
correct, what is not, tries to find solution, collaborate and force responsible employees 
to fix given situation. In the short ensure that 100% of the conditions from the contracts 
with customers and all internal rules and policies are met. In the ideal world not 
compliance would be needed at all or at least if employee of the compliance contacts 
responsible person it should be matter of minutes to solve it and given person should 
probably even thanks for notice. In the real world is situation radically different.  
 
It is not rare that it is more difficult than job of investigator.  Suddenly nobody is 
responsible for this area. Nobody is competent to do it. It is not required and if is it 
would generate too much additional work that it cannot be done. And if it should be 
done required time needed for implementation of given task is many times longer than 
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is allowed by the contract with customers or internal policies. All these situations are 
potentially dangerous for every employee of compliance department.  And now appears 
the problem of hierarchy. As the scheme shows the compliance department is on the 
same level even with first level of administrators or analogical department. Which 
mostly also include lack of power to order/force different departments to do given task 
and it is needed to negotiate and persuade “the other side”. It consumes time, energy 
and in the case (not rare as many readers would expect) that other side decided to 
“fight” Compliance becomes from the imaginary predator “hunted animal”. Because as 
in the wild weaker, now from the position of power based on the hierarchy level, is 
hunted by stronger, more powerful.  
 
 
Figure 31 – Compliance - the lowest level in the hierarchy (created by author)  
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4.1.2 The middle level in the hierarchy 
As issues resulting from previous scheme become more known in the environment of 
management appeared approaches how to solve this situation and how to fix this issue 
without huge effort and cost. This approach could be seen in the scheme below. The 
management noticed the problem with lack of power for compliance department. And 
“simple” solution was chosen, a little change in hierarchy. Increased position in 
hierarchy potentially enables compliance to reach higher negotiating position in the 
“conflicts” between departments. Is it enough?  
 
 
 
Figure 32 – Compliance - the middle level in the hierarchy (created by author) 
 
Compliance should be potentially department responsible for ensuring that all key 
activities are in accordance with contracts and rules. So the question arises if it is 
suitable for this kind of department to be lower in the hierarchy then any of departments 
responsible for implementation itself.  
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4.1.3 The highest level in the hierarchy 
Following the previous analysis, the Compliance department is responsible for ensuring 
that all contracts and policies will be met. Based on this premises the department should 
receive enough power to be capable to enforce all required changes and operations. 
From this point of view seems more than logic that this department should be at the top 
of hierarchy, very close to the top management position.  
 
 
Figure 33 – Compliance - the highest level in the hierarchy (created by author) 
 
4.2 Over processing issue 
 
Business process management as one of the approaches how to lead 
a company/corporation definitely brings some positive aspects. This approach was 
chosen by many corporations around the world. As example can be used the IBM as the 
corporation widely known for being representative of process oriented approach. It can 
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be hardly imagined that such a large corporation with 400 000 employees split around 
the world could actually run in environment where everybody knows everybody, 
everybody knows all duties and responsibilities of all employees and is able to control 
them in a real time.  However no solution in real life can be perfect. So there are 
problematic aspects of this approach as well. One of them can be called “over 
processing issue”. The importance why this area desires attention results from research 
about amount of processes which shows that this problematic can easily cause about 30 
% of waste. 
 
This risk can be compared to the risk of “over automating” as describes Halinar in his 
work. “Risk of over automating” is mentioned by Anderson and Stang in their work. 
According to the authors effectiveness of automation cannot be denied, but they point 
out that “danger of losing human factor” cannot be underestimated. The paper presents 
example from a real life, “automated voice operators”. They point out its contra 
productivity because increasing effectiveness is negated by decreasing or missing 
“human approach in the communication with customers.” (3) This issue is illustrated in 
the following scheme. 
 
The common event from real life is considered, event that occurs even in technology 
companies/corporations. It is suppressing how often even under these circumstances 
employees use regular pen, either for signs or just a note for further processing. 
 
In the first case, is described traditional, small-middle size Business Company. 
Employee needs a new pen and asks a colleague, secretary or any other responsible 
person for new one and he or she then receives a pen immediately.  
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Figure 34 – Over processing issue – Scheme 1 (created by author) 
 
Second example is more complicated and illustrated how ineffective process oriented 
lead of corporation can be if the risk of over processing is underestimated or not 
considered at all. The example with need of new pen is used again. Due to corporate 
policy is in this case necessary to establish an electronic ticket. This step is followed by 
waiting for the approval of the team leader that the worker really needs a pen and it is 
not waste of money. After approval of the team leader subsequently follows request to 
managerial level and waiting for approval from one or several managers. In extreme 
cases may be necessary to wait for signature of many managers and if one disagrees the 
whole process freezes and occurs the problem, how to proceed further. We assume the 
ideal progress that everything is approved and after several days process can continue 
again. Now the process is transferred to the warehouse where the request must be 
approved/processed by the warehouse manager. If no objections from the site of 
warehouse manager occur, he or she transmits the order to warehouseman.  
Consequently, several weeks and many Man-hours later, is employee who asked for 
a new pen contacted by warehouseman and receives the pen.   
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Figure 35 – Over processing issue – Scheme 2 (created by author) 
 
Even though it may seems that described situation is really extreme one. In the 
corporate life is more like one of famous, unofficial stories from corporate practice 
rather than unimaginable scenario. Even in Business Process Management holds true 
the principle of proportionality and as already mentioned Confucius “Do not use 
a cannon to kill a mosquito”. 
 
Solution proposal 
There is no doubt that in huge corporation the control is needed. The challenge becomes 
when you need to control (money, people, services, etc.) and at the same time you need 
to prevent the status described above. In small companies where everybody knows 
everybody is just this knowledge element of control. In the huge corporation there is a 
need for control element which would not consume as much time as results from the 
scheme above. Author´s idea is the option how to split the process in two different 
streams from the beginning. There is no need to process buying/transferring of one pen 
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the same way as request for new server farm. As scheme bellow illustrates the process 
starts with “label” from employee if this request can be considered as marginal or 
important. Marginal request is checked by dispatcher for control purposes. If the request 
is confirmed, than dispatcher sends order to the last “member of chain” and the required 
benefit is delivered. If dispatcher cannot confirm the request due to seriousness of ticket 
traditional steps are followed. This approach offers several important benefits. Control 
of employees is not interrupted and there is no need to waste the time for marginal 
events. 
 
 
Figure 36 – Over processing issue – Solution scheme (created by author)  
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4.3 Unexpected area affected by Compliance 
 
As results from previous chapters compliance affects almost all areas of life in Business 
Company. In information age IT and IT management affect many areas as well. As 
author of this work had opportunity to persuade it can be quite complicated to meet all 
requirements and compliance policies in real business life. This corresponds with 
findings from analytical part where “bottlenecks” were founded and 65 % of 
organizations admitted chaos in formal records and information management process. 
 
Following analysis is based on cooperation with showroom and car repair service 
located in South Moravian Region, Czech Republic. Simultaneously with this following 
text is based on my report called Business processes and needs of modern marketing 
analysis with emphasis on CRM. (61) 
 
Due to far-reaching consequences of a strategic decision, represented by a major 
modification relationship with/approach to customers via CRM, it should be recognized 
that the change will affect virtually every employee. It is not necessarily only shop 
assistant who is assumed to be in touch with the customer. Therefore, it is necessary to 
adapt individual processes. 
 
Full and correct understanding of fundamental changes is needed and also to be sure 
that it is implemented by all employees. If it is not fulfilled, a real danger of failure of 
the project may occur. This scenario is not as rare phenomenon as it might seem. 
 
In addition to the conviction of employees to accept and use CRM is of course 
necessary to ensure integration with existing systems. It is requisite to avoid continual 
interventions and need of constant adjustment. Since the beginning of the project is 
needed to identify the key people in the company and focus on them. These are 
individuals who will not only promote the principles of CRM and other regulations and 
policies, but they will also advise colleagues if they are unsure what to do or how to do 
and thus will also act as customer support, as it is known from software vendors. 
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Benefits of CRM systems can be for example: 
 Smooth running of business processes - marketing, sales and services in general 
 More time for the customer due to streamlining processes, 
 Improved the image and differentiate from the competition, 
 Access to information in real time, 
 Quick and reliable predictions, 
 Increased effectiveness of teamwork, 
 Possibility to easily find at any time when, who, on what matters and outcome 
communicated with customer, related documents and any kind of offered 
calculation, 
 Significantly faster response to any customer requirement - reduced reaction 
time, 
 All employees work outside as one company, 
 Reduce the costs of direct communication, 
 Individual and precise focus on the personal needs and purchasing power of the 
target group. 
 
From IT point of view is also needed to choose which form of software platform will be 
implemented. Nowadays main stream which can be followed are e-CRM (platform 
independent) and CRM (more traditional approach). 
 
These categories can be subdivided into following possibilities: 
1) CRM incorporated in the information system, 
2) The CRM module - pluggable to another system (typically ERP), 
3) Exclusively CRM applications. 
 
 
Introduction of cooperating partner  
 
Company celebrated over 20 years of successful existence. It was founded in 1991 as 
the first sole distributor of Fiat in Czechoslovakia. During the time company expanded 
its portfolio of facilities and services. In accordance with the requirements of CSN EN 
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ISO 9001:2009 established, documented, implemented and maintains a Quality 
Management System and aims at improvement and greater efficiency. Company holds 
CQS certificate ISO 9001-2009 and its modification IQNET international certificate 
ISO 9001-2008. 
 
Nowadays the company offers in addition to selling new cars of several brands and their 
individual imports, repair services as well.  
 
The number of employees was constantly changing during the years and continues to 
evolve. Nevertheless, the company belongs for several years its size to medium 
employers in the region.  
 
Conflict Perspectives  
This real life scenario is also beautiful example how vital is to ensure the cooperation of 
business parts, compliance and people. Every person, every department “held their 
position”. And this status is not viable not just from CRM point of view, but from 
Compliance point of view as well, not mentioning business itself. 
 
Analysis of needs 
 
The company solved the need of business software which supports compliance 
components using Kelwin software solution. Unfortunately this software is nowadays 
a piece of legacy inheritance and does not support even some of vital business 
modules/functionalities, not mentioning compliance policies.  
 
History of orders is not supported and employees have to find manually (very often real 
paper work) and it is really time consuming. SW does not show information of customer 
category and previous offers. Module for selling new cars is completely missing. 
Kelwin does not contain reminders (typically necessary for ending leases, offers, etc.). 
This missing functionality cannot be accepted anymore because it causes compliance 
issues. In this case not just business issues, but legal issues as well. So the immediately 
solution is needed. 
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The legacy of this software complicates situation even more. The technology used for 
developing of this solution is so out-to-date that it cannot be modified nowadays.  
 
Apart from previously mentioned functionality for segmenting the customers, module 
for after sale services is missing completely. It does not correspond with the company 
policy and this care needs to be solved manually and ineffectively. As one of manager 
told me “if customer comes today, we do not know anything about him/her tomorrow”.  
 
The number one candidate from the beginning for cooperation was Teas software. 
Besides assumed complete required functionality (from business included compliance 
point of view), little bit surprising condition/benefit was mentioned – complete support 
of Czech language. As author of this work found out during his professional experience 
this condition/wish is not as rare as common reader would expect. Even in multinational 
corporations are many people, if not most of them preferring mother language. And 
does not matter if official or only one allowed language is English. This preference is 
clearly given. 
 
Perspective of employees differs from the view of management. In short, shop assistants 
are mostly satisfied with current solution. After further and deeper analysis and 
communication with employees this opinion is little bit changed afterwards. Most of 
mentioned issues like missing possibility to find sold cars between years 2003 – 2005, 
not directly connected with compliance. One of similar ones can be described as 
complaint on need to manually change template of contract with customer.  
 
From the compliance point of view is more important problem of searching and finding 
old contracts with the customers. This is important for both streams of compliance – 
business and legal as well. The current solution was defined as manual, time 
consuming, and sometimes fruitless effort to find a paper version of contract in archive. 
This solution is ineffective, expensive and not reliable. Demand on sharing data with 
repair guys was also mentioned and this belongs to the problematic area as well. 
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Director of Sales Requirements: 
 
He lacks a possibility to easily obtain a data based on selected filter criteria (date of 
order, sale, etc.). The more serious legal consequences are hidden in claim for effective 
collecting the data about the customers. This claim is relevant for compliance because 
there are not just legal regulations the company would be able to collect the data. But 
there are also duties which company needs to comply with.  Otherwise could company 
easily break the law. This is the situation which should be avoided. And there is a goal 
of every company to avoid this situation as well.  
 
Rest of mentioned wishes belongs to the business claims category – communication 
channel, acquisition way, what customer was interested in, order test drive and 
result/feedback from this drive. 
 
Repair center requirements: 
 
Claims of repairmen are mostly concerned with ERP system. Permeation with 
compliance issue can be found in area of MOT test, the lack of control in MOT test area 
specifically. They also complained on completely missing module for borrowed 
vehicles and the customer history. 
  
 
 Addendum of author 
 
From the perspective of the author, the view on company and its organization was 
evolving during the time. On the first look situation seemed to be quite clear and no big 
change in processes, compliance policy or any significant change was needed. With the 
gradual discovering real environment of the company, the author had to adhere to the 
opinion many field need to take care of. And many of mentioned requirements of 
employees during the time are really useful and legitimate. 
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4.4 Flowchart of business processes 
 
In this part of the work will be thoroughly analyzed some of the key processes in 
cooperating company. Following text is based on author´s research (60). 
 
At the beginning of the process vendor receives demand request from customer. In 
terms of further process is important the selection of car segment and model. In the next 
step is calculated to the customer estimated price of purchase. Seller creates record in 
the table called unfinished sales. In the next phase seller determines whether the 
customer is still interested in the offer or any complication occurred and if can be 
solved. If different feelings about offer are discovered, predominantly financial 
character, seller terminates the negotiations.  The record of this meeting remains in the 
database and can be used in the future. Unfortunately current software is not able to 
automate the process. 
 
Compliance phase follows. There is need to deal with internal, business agenda and 
legal requirements as well. After that sell finds out where the car is physically located. 
There is another signpost, depending on wish of customer if he or she wants to use old 
card as counter value or not. This process is described in unique process. 
 
If a customer does not wish to use this method, phase of offer a standard range of 
accessories, whether in the form of natural supplements or be extended warranty 
follows. The process continues by creating a draft of purchase contract. Template of 
purchase contract is available to every vendor on a network drive. However, there were 
objections to the current solution from sellers. Simultaneous editing of sellers is not 
possible and manual entry for contract template is needed. The process scheme ends by 
entering the data into the “e-link” database of FIAT Czech Republic. This is end of 
scheme for sale process phase one. 
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Figure 37 – Business processes scheme (created by author) 
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With regard to the requirements gathered/resulted from analysis computer software 
solutions were tested. After initial screening phase for available software solutions 
following software program were chosen to be a part of thorough testing: 
 
 Sugar CRM  
 vTiger CRM 
 Salesforce CRM 
 Bluejet CRM 
 Caris  
 
Requirements for connecting all fields of the business needs and compliance were met 
just in the case of Caris software and Bluejet CRM. Due to better API allowing better 
interconnection with additional software and possibility to implement this software 
solution immediately were chosen as a winner Caris SW afterwards.  
 
Rest of software solutions in this test failed in many elements required for business. So 
these solutions could not succeed under these conditions.  
 
Figure 38 - teaser from the victorious program environment (created by author)  
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Corporate Compliance Management Workflow 
 
Another challenge is solving the escalating problems. Escalation approach is widely 
used in virtually every multinational corporation. In terms of theory sounds beautiful 
and PowerPoint presentations created by managers there is absolutely no sign of 
difficulty or problem. But the reality is vastly different.  
 
Figure 39 - Corporate Compliance Management Workflow 1 (created by author) 
 
In corporate processes is plotted simple solution if the process owner, manager or other 
senior person who should act; does not act. In this situation is sent the escalation to the 
first instance supervisor to rectify. In practice, it is difficult to solve, if at all, what 
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happens if this "simple process" falters. What happens if a higher instance does not act 
or simply ignore this message? Typically does not respond to email and shows no 
activity. Then the lower level, which was the original ticket opener, gets into 
problematic situations. The first superior level is becoming an adversary; his boss 
ignores the issue and usually is quite problematic to move the escalation to upper level. 
For an ordinary employee is not reachable to escalate the matter to the level of top 
management.  
 
The chart below demonstrates a practical example of how difficult there was to solve 
a similar problem/issue. In this particular case, the first-line manager decided to skip 
boss, in anticipation of not vindicating his position and asked for acceptance the 
manager of top management. At the top management level, of course, the manager had 
no idea what is going on, but the justification sounded quite logically so he approved 
this solution. However, implementation of the decision was so problematic that the 
lower level did not "give it up" and did not accept the violation of corporate policy. 
They managed to convince the manager of the second line, that this procedure cannot be 
performed this way. But the second line manager did not dare to just cancel the decision 
of top management. So the whole matter went step by step, one managerial line after 
another, until it eventually came to the top. The “madness” of initial approval was 
understood, the decision was changed and then whole matter went cascading down to 
the first line manager, who had to undergo and finally admit the original request. 
Incredible amount of time was wasted, often highly paid employees and this makes job 
of ordinary employees very stressful.  
 
 
Figure 40 - Corporate Compliance Management Workflow 2 (created by author) 
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The problem is further exacerbated if there is geographic and culture distant between 
employees. Although this issue is due to political correctness mostly not mentioned, 
even within the same company employees are not acceding to themselves as equals.  
 
As many Czechs will have a superior and lofty feeling during collaboration with "some 
Romanian or Indian", the same approach will often appears during cooperation of Czech 
and French or American employee. This level of concealed discrimination only further 
exacerbates already complicated relations and it is even more deepened in the case of 
escalation procedure.  
 
The author himself was often a witness of the fact how easily can be predicted the 
decision of manager depending on the continent. In case that was not 100% clear which 
side had to be vindicated and dispute was between European employee and Asian 
employee and decision depended on European manager, the “winner” became European 
employee and vice versa. This approach could be quite easily noticed also in the context 
of disputes between Europeans, if there was a closeness / match of countries one of the 
parties. 
 
4.5 Strategy for solving escalation problems 
 
Escalations themselves belong to the corporate life. There are too many matters that you 
must comply with. There are too many different opinions and primarily unclear 
processes which must be processed by ordinary employees, which actually performs the 
task. Regarding sanctions and effective enforcement of response, more adequate would 
be for managerial positions. Finally, there were senior employees who brought 
processes to life, so they should be responsible for them and they should be sure why 
they were introduced and how they should performed. And they should not stress lower 
lines of employees when they just ignore them and do not express to the given matter, if 
there is any dispute or ambiguity. One example of how this "motivation" might look 
like reflects schema below. As is generally known, money is a powerful motivator, but 
with its amount is reduced motivational factor for employees. Rather than positive 
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motivation, i.e. financial bonuses, it would be advisable to consider the negative effect, 
i.e. a decrease of income. 
 
 
 
Figure 41 – Escalation management solution scheme (created by author) 
 
4.6 User ID Management 
 
One of the key parts of IT management and IT security can be called ID management. It 
cannot be accepted the situation that every person should have access to sensitive 
business or personal data. Protection of this kind of data is one of priorities for every 
company. Unfortunately this area of IT security suffers from many issues appearing in 
common life. IT literacy is not necessary so high as common people would suppose 
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even at management level quite often. The problematic situation was also identified by 
results of research in analytical part which shows that not marginal space for 
improvement was found in 27 from 36 analyzed areas. This chapter tries to find answer 
for covering some of very dangerous ones. 
 
Author of this work was a witness of following situation. In the huge corporation, doing 
business in the Czech Republic was stated in the corporate security policy that only 
Internet Explorer is secured browser and using any other internet browser is security 
issue. This would be problematic itself. Unfortunately the reason for this statement is 
even more serious. Manager was not familiar with different browsers at all and 
considered them as “the weird other stuff”.  Luckily for the corporation several new 
employees managed to show him different browsers and persuade him that there are 
benefits resulting from using different browser than Internet Explorer. And suddenly 
using Firefox did not break any corporate policy. The informed employees used 
portable versions of Firefox before this decision anyway and just helped them to not 
break any official rule. 
 
The area of ID management is quite complex. There is a need to protect data from 
physical and electronic attacks. The situation is even more complicated because for this 
particular area the issue of social hacking/engineering must be covered. The danger of 
underestimating of this issue showed clearly Kevin Mitnick many years ago and from 
that time no corporation is so “brave” to ignore it.  
 
 
 
Figure 42 - Social engineering scheme (62) 
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The author is persuaded that is not so beneficial to solve in this work very well known 
issues like phishing. These activities were discussed many times not just on academic or 
professional level, but on TV as well. That’s way this work offers the solution for not so 
generally known but probably even more dangerous practice for corporations called 
Quid pro quo, generally translated as “something for something”. (62) 
 
An attacker pretends a call back from technical support dialing random numbers. In 
huge corporation sooner or later finds employee with real technical problem who was 
waiting for technical support and he or she is grateful for help. This is the moment the 
attacker waited for. During “solving” technical problem is user unknowingly forced to 
type commands which grants access the attacker or allow him or her to launch some 
kind of “badware”. (62) 
 
This issue is very serious and an answer for this “attack” is necessary to be found. Many 
levels of vulnerabilities must be covered to prevent and stop these kinds of attacks. 
 
The first step should be maximally avoiding the publicity of telephone numbers in 
corporation in large scale. This makes more difficult for attacker to contact enough 
employees to find the “right one” who needs IT support and in ideal case already 
created the ticket/call on helpdesk for help. As the definition of this attack clearly shows 
the probability of success is increasing with the number of contacted employees. In this 
steps could be also included another level of protection and this is limited number of 
employees which can be contacted from external numbers. Technician outside the 
corporate property should have option to connect via internal telephone number using 
properly secured software developed for this purposes.  
 
Another possible step is authentication of technician via the phone during the call. The 
IT employee would be able to confirm himself/herself thanks to typing daily generated 
code in automation system.  Of course there could be objection that the employee can 
ask the calling person for name and ID and check the validity. To be honest, how many 
employees do this check in real, daily life? And what happens if the employee is not 
able to perform this check due to software/hardware problem(s)? The proposed solution 
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automatically solves this issue for employee and the miracle of this solution is in easy 
enforcement all relevant employees. 
 
The last point occurs when all these prevent actions fail or not any single one of them is 
implemented. How to avoid the employee to perform or share unwanted 
operation/information? The answer for this question is the most complicated and the 
easiest one. The easy solution would be in increasing IT literacy of every single 
employee to be high enough for detection of suspicious advices. As the real life shows 
this is solution from the world of dreams so more practical solution should be found. 
One of these approaches is very restricted access policy which in many times 
complicates the everyday life of employees. Employer in the effort to prevent these 
kinds of threats implemented so strict policy that avoid employees in performing usual 
task which does not occur so often. And frustration of employees is dangerous. It 
motivates them to find way how to obey it or just prolong the deadlines because 
everybody knows that they must wait for changes in access management. 
 
So the advice resulted from discussion in this chapter is try to avoid attack of this last 
barrier. This barrier is unreliable and in the end, the reason of IT department existence is 
the low IT literacy of common employees as well. 
 
Another from not so publicly well-known techniques is hidden under the name 
Pretexting. Danger of pretexting lies in the complexity compared to the phishing as 
example. The danger of this technique discovered recently HP Company. The 
underestimating of this threat cost HP the significant amount of money. (63)  
 
This example clearly illustrates that even if Pretexting could be considered as threat for 
individuals. It became issue even for large corporations. Some authors call pretexting as 
“Art of lying”. (64) 
 
The “bad guys” use wide set of techniques to persuade you for sharing the information. 
In general they steal personal assets. Most of people consider as personal assets physical 
property like house, car or yacht. And from this thinking results the threat. Because 
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everybody should realize that as personal asset should be also considered any kind of 
sensitive information which can be used for receiving financial benefit or even financial 
damage of any kind. People should keep in secret their social security numbers (SSN) or 
birth date number (“Rodné číslo”) as its equivalent in Czech Republic. The same 
situation is valid for credit cards numbers or telephone records which can be abused. In 
general to protect any kind of information, this can be collected and afterwards 
connected in greater whole. This is the best advice how to prevent from applying for 
loans or credit cards in your name. Many people store sensitive information in email or 
use Google drive for backuping data and do not realize how careful should be in 
securing the access on this communication channels.  
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5 Conclusions 
 
Theme Compliance analysis in IT Management was chosen for several reasons. 
Compliance is now widely mentioned term that is widely used in the corporate 
environment. Another reason is based on the author’s several years working experience 
in the corporate environment and effort to capitalize on experience that would help to 
improve the current situation. 
 
As an object of application has not been selected one particular corporation, but due to 
the very broad scope of Compliance and IT management was selected "common 
corporate environment" to achieve the greatest possible advantage for an arbitrary 
global corporation. The aim of this work was to develop a set of recommendations and 
proposals to deal with situations that are commonly shown to be problematic in real 
corporate life. 
 
After the theoretical foundations, the work passes into the analytical part. This part was 
mainly based on secondary data and used to be a kind of pattern and confirmation of the 
author's thesis, about which author was persuaded after serving in various corporations. 
 
The practical part is devoted to several areas. The first one could be named as a conflict 
in hierarchy within Compliance itself. There are several possible ways how to determine 
the "command structure" within Compliance. This paper describes given models and 
discusses the advantages and disadvantages of given approaches and creates its own 
recommendations. 
 
Another issue, which this thesis is engaged in, can be called the Over processing issue. 
As it resulted from analytical part, also the theory has already identified the existence of 
a similar problem. To avoid wasting resources, this work not only describes in a lucid 
manner the given issue, but in the end makes own proposal of solutions and 
recommendations. 
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The paper does not avoid the proposal of addressing some unexpected problems in the 
field of Compliance; as well as deals with the Strategy for solving escalation problems. 
There are too many different opinions and primarily unclear processes which must be 
processed by ordinary employees, which actually performs the task. And this is the 
reason why is escalation management needed in most, if not all, corporations. This work 
provides a possible way how to address the emerging conflicts, precisely for the 
Escalation management. 
 
The last chapter tries to address the issue User ID Management. This paper analyzes 
some of the most dangerous techniques designed to compromise information. It also 
offers possible ways how the given issue can be treated. 
 
It can be proclaimed that a general „cookbook“ was created. The “cookbook” offers 
advices for corporations how to improve processes, eliminate obstacles or solve various 
kinds of issues and due to this fact help them to operate in a more efficient way. The 
goal of diploma thesis was achieved and author has fulfilled the objective of this paper.  
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Appendices 
 
Process and functions workflow of ITIL v3 divided into 5 key segments (46)  
